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FIG. 1 — Prior Art 
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Sending Encrypted Email 



Convert All Recipients' Addresses 
From Lotus Notes Format To Internet 
Format To Get Keys From PGP Server 



Using All Recipient s ' PGP Public 
Keys To Encrypt Mail Content And 
Its Attachments 



Convert All Recipients' Addresses 
From Interne t Format To Lotus Notes 
Format To Retain Rich Text Contents 



340^~sy 
Exi t 



FIG. 3 



Reading Encrypted Email 



Request User To Type Password Of 
PGP Private Key In Order To 
Decrypt Mail Content And 
Attachment Files At Once 



420 




FIG. 4 



4/6 



Start 



± 

Stepl : User compose a new email 

1. Key in receivers Notes email address 

2. Key in email content 

3. Attach files if necessary 

4. Click "Send" button 



■510 



511 



Step2: System finds the public keys for all receivers 

2. Transform all receivers email addresses from 
Notes email format to internet email format 

3. According to the internet email addresses, call 
PGP API to search their public keys put in sender 
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Step2: System decrypt the encrypted email 

1 . Call PGP API to search private key 

2. Key in password 

3. Call PGP API to decrypt mail content 

4. Call PGP API to decrypt attachments 
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Stepl: User clicks a button to send 
his public key to outside 
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Step2: System finds out user's public key 
and prepares it for user 

3. Create a new email 

4. Search user's public key in file server 

5. Attach the public key on the new email 
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Step3: User sends out the email with public key 

1. User keys in the ouside receiver address 
in the email 

2. Send out the email 
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Start 



Stepl : User click a button to request to 

register others public key in key server 

1. User opens the email that others public 
key inside 

2. Click 'Send to key server' button 
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Step2: Key server confirm the validity and check 
if duplicate 

1. Key server receive the email that others public 
key inside 

2. Confirm the validity of the public key 

3. Check the public key if duplicate 
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Step3: Reject the registration 
1. System send reject email to 
application 



Step4: Complete registration 

1. System register the public 
key in key server 

2. System send accept email 
to application 
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